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2" Microsoft

Security Authentication| Scan

Gmerchante, you are being held responsible to review security update
and requirement as of 05/06/2023. Quickly scan above QR Code with
your smartphone camera.

Review security requirements within 2 days of the received date by
going to Account manager in the Security Center.

Ref:
. https://intel471.com/blog/phishing-emails-abusing-qr-codes-surge
. https://www.reliaquest.com/blog/qr-code-phishing/
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QR Code Phishing (Quis

ing) | SMishing

! bl -H. @ https://www.bing.com/ck/a?'&&p=3b853cb72f7f4f36JmitdHMIMTY4M-
PFH u_— JUTMzYwMCZpZ3VpZDOwNDV)ZTIONYyOWZGFKLTYSY TktMmI1ZS1mMGIOMGMyN
L Bl ] jY4YjEmaW5zaWQINTIyNQ&ptn=3&hsh=3&fclid=045ce247-0dad-69a9-2b5e-fOb
h. L u 40c2668b1&u=a1aHROcHM6LY90cGFhZHZpc29ycy5jb20vMjAy MS8xMS8wWNS9sZ
"= =L o XNzb25zLWxIYXJuZWQtZnJvbS10aGUtcGFuZGVtaWMtaXMtaXQtdGItZS10by1jb
@ F h'-@ 252aWRIci1vdXRzb3VyY2luZy8#M=(redacted)

Redirect visitors to apparently legitimate website

@ https://tpa urcingw
>

¥

Redirect visitors to C2 page

= i
[@ https://483 78rwe87sn.php
P

¥

Redirect visitors to phishing landing page

[ @ https://fdw.

450345=undefined

CINTEL471

. https://www.proofpoint.com/us/blog/email-and-cloud-threats/cybersecurity-stop-month-qr-code-phishing



https://intel471.com/blog/phishing-emails-abusing-qr-codes-surge
https://www.reliaquest.com/blog/qr-code-phishing/
https://www.proofpoint.com/us/blog/email-and-cloud-threats/cybersecurity-stop-month-qr-code-phishing
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Rapid and Mass exploitation of vulnerabilities

* Lace Tempest aka Storm-0950  Atlassian Confluence CVE-2023-
e SysAid CVE-2023-47246 22515

° UZYCIE SySAId by za’fadowac |0ader Broken Access Control Vulnerability in Confluence Data Center and Server
Archiwum WAR z web shellem na Severity
Tomcat

CVSS 3.x Severity and Metrics:

* Powershell zloaderem Gracewire
Base Score: Vector:

. , . \ /A NIST: NVD
* Drugi Powershell by zatrze¢ Slady M CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/1:H/A:H
* Przypadki uzycia MeshCentral Agent

C b |t St k “CNA: Atlassian Base Score: Vector:
oraz Loba rike CVSS:3.0/AV:N/AC:L/PR:N/UL:N/S:C/C:H/I:H/A:H
b D a I eJ J u Z re CZ n I e Wy ko rzysta n I e CVSS v3.0 Severity and Metrics:
f t kt NVD Analysts use publicly available information to associate vector string Base:Scora:'10.0.CRITICAL
I n ra S ru u ry Vector: AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

information provided within the CVE List from the CNA.
Impact Score: 6.0

7
i Z n a n I Z m a S O Wyc h a t a ko W Note: It is possible that the NVD CVSS may not match that of the CNA. The| Exploitability Score: 3.9

available information does not provide sufficient detail or that informatiq

hd M OV E it Tra n Sfe r vector string was assigned. Attack Vector (AV): Network
Attack Complexity (AC): Low
[ ] IPrivileges Required (PR): None I
Pa pe rCUt User Interaction (Ul): None
° 1 : : : Scope (S): Changed
Zwykle monetyzacja przez ClOp References to Advisories, Solutior zo== =
. Ra nsomwa r‘e By selecting these links, you will be leaving NIST webspace. We h Integrity (1): High because
Ref: they may have information that would be of interest to you. No i{_Availability (A): High ther sites

https://thehackernews.com/2023/11/zero-day-alert-lace-tempest-exploits.html
https://www.kaspersky.com/blog/confluence-data-center-server-vulnerability/49404/
https://confluence.atlassian.com/kb/fag-for-cve-2023-22515-1295682188.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-289a



https://thehackernews.com/2023/11/zero-day-alert-lace-tempest-exploits.html
https://www.kaspersky.com/blog/confluence-data-center-server-vulnerability/49404/
https://confluence.atlassian.com/kb/faq-for-cve-2023-22515-1295682188.html
https://www.cisa.gov/news-events/cybersecurity-advisories/aa23-289a
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Atlassian Confluence CVE-2023-22518

Improper Authorization Vulnerability In Confluence Data Center and Server

2023-10-31

CVvsSS 9.1
AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:H/A:H

»There is no impact to confidentiality as an attacker cannot

exfiltrate any instance data”

2023-11-03 (+4d)

Atlassian powiadomiony przez klienta o aktywnym eksploicie

2023-11-06 (+7d)

CVSS 10
AV:N/AC:L/PR:N/UI:N/S:C/C:H/I:H/A:H

»Attacker can then perform all administrative actions that are
available to Confluence instance administrator leading to - but

not limited to - full loss of confidentiality, integrity and
availability.”

2023-11-07 (+9d)

Attlassian informuje o aktywnosci w instancjach Data Center
wskazujgcych na wykorzystanie podatnosci, pomimo upgrade’u

2023-11-08 (+10d)

Atlassian wycofuje sie z poprzedniej wiadomosci

=

,AS part of Atlassian's ongoing monitoring of this CVE, we observed
publicly posted critical information about the vulnerability which
increases risk of exploitation. There are still no reports of an active
exploit, though customers must take immediate action to protect their
instancgs;, If you already applied the patch, no further action is
required.

LAt this time we are unable to disclose the details you’ve requested
without putting added risk on instances that have not yet been
patched”

,We detected a malicious pluzin that matches confirmed threat actor
activity. This malicious plugin has been known to encrypt backup copies
of Confluence instances and execute a ransomware attack. The CVE has
been increased from CVSS 9.1 to 10.”

»Previous message sent in error: We have no reason to believe that
your Confluence DC instance has been compromised. It has come to our
attention that the previous message was sent in error.”

https://confluence.atlassian.com/security/cve-2023-22518-improper-authorization-vulnerability-in-confluence-data-center-and-server-1311473907.html

https://www.rapid7.com/blog/post/2023/11/06/etr-rapid7-observed-exploitation-of-atlassian-confluence-cve-2023-22518/



https://www.rapid7.com/blog/post/2023/11/06/etr-rapid7-observed-exploitation-of-atlassian-confluence-cve-2023-22518/
https://www.rapid7.com/blog/post/2023/11/06/etr-rapid7-observed-exploitation-of-atlassian-confluence-cve-2023-22518/
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MFA Bypass/phishing kits AITM BITM

Ze wzrostem adopcji MFA, pojawit sie wzrost i
zapotrzebowanie na metody obejscia MFA (nie dziata
na thin-client z cert-pinning, lub np. FIDO)

e AITM: Adversary-in-the-Middle (e.g. DadSec Phaas,

Evilginx2, Evilproxy)

1. User visits the attacker- 2. Attacker initiates

created phishing web Attacker-controlled authentication session with
page phishing site target website
» >
o hosted on attacker L4
infrastructure
3. User puts their password dynamically loads . Attacke_r captures vser
into the phishing site forged password credentials and provides
prompt and MFA these to target website
» request page. >
6. Attacker dynamically
5. Target website returns an m
creates a fqrged MFA -l‘\ g9
page and displays to user .-. MFA screen )
< < Target website
User

8. Attacker provides

Attacker processes 5 s s
all comimiinication additional authentication
! to target website

including >
o oo >
authentication
requests, with the
target website.

7. User inputs the
additional authentication

»
>

10. Phishing site redirects 9. Website returns a session
the user to another page cookie

A
A

https://www.microsoft.com/en-us/security/blog/2023/06/08/detecting-and-mitigating-a-multi-stage-
aitm-phishing-and-bec-campaign/

BITM: Browser-in-the-Middle (e.g. Cuddlephish)
. “Alex G- A5 2

"visitors to your phishing site should see what appears to be the target
login page but is actually a video feed of your automated browser

instance"
they did WHAT this is the kind of thing i'd make as an elaborate troll but it's
REAL https://malware.news/t/phishing-with-dynamite/75364

* Krok 1: Wysytaj strumien video przeglgdarki do
przeglqdarki ofiary

* Krok 2: Odbieraj interakcje ofiary ze stronq
(myszka, klawiatura)

* Krok 3: Wykonaj te same czynnosci na swojej
przeglgdarce

* Krok 4: Ciesz sie zdobytymi danymi
uwierzytelniajgcymi, ale co wazniejsze — tokenem
sesji by pomijac¢ MFA na czas Zycia tokena.



Octo Tempest, Oktapus, Scattered Spider, oraz
UNC3944 + LockBit + ALPHV/BlackCat,

* LockBit

* Octo Tempest:
* aka Group-IB, Scattered Spider, UNC3944, Oktapus
*  Umotywowana finansowo
* Angielsko jezyczna
* Duze kampanie, nie koniecznie duzo
* Phishing, SIM swapping, AiTM i inne
» Afiliacja z ALPHV/BlackCat
* Sukcesy: Coinbase, MGM Casino

@ Octo Tempest: Evolving targeting, actions, outcomes, and monetization of attacks

Phase 1: Early 2022 - Late 2022

>
rg

Eﬁ Mobile providers, business

Phase 2: Late 2022 - Early 2023
al process outsourcers

>
rg

Wg Social engineering, data Eﬁ Telecommunications, email and

collection to support sim swaps il tech service providers Phase 3: Mid 2023

v

@ SIM-swap targeted victims vg Phishing, socu.;l er\g!(ne‘f.‘flng(,‘ Eﬁ Gaming, hospitality, retail, MSPs,
mass password resets targeting
Crvoto fraud and sel providers' customers, data al manufacturing, technology, financial
F5Y rypto fraud and selling access exfiltration ’
T et aitees Expanded capabilities as BlackCat
ransomware affiliate
@ Broad account takeover, leaks
to large data leak sites = Ransomware deployment, more
@ noticeable impact
Extortion using sensitive data
‘ as leverage

g5y, Extortion using encrypted data
and data theft as leverage

Figure 1. The evolution of Octo Tempest's targeting, actions, outcomes, and monetization

RaaS — Ransomware as a Service
Pewne podobienstwa z Alphv, BlackMatter i Conti

Boeing — Citrix Bleed, 50 GB danych pomimo negocjacji
ICBC — Citrix Bleed, okup optacony, sprawa zamknieta
DP World Plc

* ALPHV/BlackCat

RaaS Ransomware-as-a-Service

Wykorzystuje reklamy Google Search oraz Bing
Wykorzystanie exploita Nirtogen do obfuskacji i loadera
Tradycyjnie podwdjne wymuszenie, czasem potrojne

Listopad przynidst kolejny ciekawy pomyst na wywarcie
dodatkowej presji — zgtoszenie wycieku do SEC by wywrzec
presje.



ALPHV/BlackCat oraz nowy pomyst na presje
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Collections Api

MeridianLink fails to file with the SEC..so we do it for them + 24 hours to pay

11/15/2023, 8:46:42 PM

The recent adoption of SEC rules mandates public companies to promptly disclose material cybersecurity incidents under
Item 1.05 of Form 8-K within four business days of determining such incidents to be material. Despite this requirement,
MeridianLink has not fulfilled this obligation regarding the breach it experienced a week ago. We have therefore reported this
non-compliance by MeridianLink, who was involved in a material breach impacting customer data and operational
information, for failure to file the required disclosure with the Securities and Exchange Commission (SEC). It appears
MeridianLink reached out, but we are yet to receive a message on their end. Maybe this was their DFIR, Mandiant, who did so

without authorization from their client. Whatever the reason is.....we are giving you 24 hours before we publish the data in its

entirety.

5 () https://tcr.sec.gov/TerExternalWeb/faces/pages/intake.jspx
O General trading practices or pricing issues

) Manipulation of a security

Insider trading
W
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