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10 Minimum Measures

In addition to the four overarching areas of requirement, NIS2 mandates that essential and important entities
implement baseline security measures to address specific forms of likely cyberthreats. These include:

Risk assessments and security policies for information Policies and procedures for evaluating the effectiveness
systems of security measures.
Policies and procedures for the use of cryptography and, A plan for handling security incidents

when relevant, encryption.

Security around the procurement of systems and the Cybersecurity training and a practice for basic computer
development and operation of systems. This means hygiene.
having policies for handling and reporting vulnerabilities.

Security procedures for employees with access to A plan for managing business operations during and
sensitive orimportant data, including policies for data after a security incident. This means that backups must
access. Affected organizations must also have an be up to date. There must also be a plan for ensuring
overview of all relevant assets and ensure that they are access to IT systems and their operating functions during
properly utilized and handled. and after a security incident.

The use of multi-factor authentication, continuous Security around supply chains and the relationship
authentication solutions, voice, video, and text encryption, between the company and direct supplier. Companies

and encrypted internal emergency communication, when must choose security measures that fit the vulnerabilities
appropriate. of each direct supplier. And then companies must assess
the overall security level for all suppliers.

Zrédto: https://nis2directive.eu/nis2-requirements/
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EU Cyber Security Strategy Plan

The new strategy aims to ensure a global and open Internet with strong safeguards where there are
risks to security and the fundamental rights of people in Europe. Following the progress achieved
under the previous strategies, it contains concrete proposals for deploying three principal
instruments. These three instruments are regulatory, investment and policy initiatives. They will
address three areas of EU action:

1. resilience, technological sovereignty and leadership;

2. operational capacity to prevent, deter and respond;

3. cooperation to advance a global and open cyberspace.

The EU is committed to supporting this strategy through an unprecedented level of investment in the
EU's digital transition over the next seven years. This would quadruple previous levels of

investment. It demonstrates the EU’'s commitment to its new technological and industrial policy and
the recovery agenda.

Zrédfo: https://digital-strategy.ec.europa.eu/en/policies/cybersecurity-strategy
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Edukacja pracownikow

Dystrybucja informacji o zagrozeniach

Phishing Simulation
Assessment

Run phishing attack simulations to identify
employees who require additional security
awareness education, and get detailed reports to
protect your organization from real threats.

Assessment status: Ready

Start Assessment

4 | ©2023 Trend Micro Inc.




2. Ustanowienie w organizacji rél i obowigzkow

* Odpowiedzialnos¢
e Zakres obowigzkow

 Komunikacja
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Zarzgdzanie Ryzykiem a odpowiedzialnosc

“Senior management is responsible for cybersecurity risk management
in essential and important entities. Failure to comply with NIS2
requirements by the management can result in severe consequences

such as temporary bans, administrative fines, and liability as per the

national legislation.”




3. Przeprowadzenie analizy dojrzatosci

* Ankieta
* Audyt zewnetrzny

* Przeglad procedur i dokumentac;ji

Identify Protect>> Detect > Respond

*Asset Management *Endpoint Protection *Telemetry *Incident Response
*Vulnerability *Network Protection *Data correlation
management *|dentity *Analysis

*Red - Blue Teaming & *E-Mail Protection
Penetration Testing
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4. Zbieranie i wymiana informacji o zagrozeniach

* /Zagrozenia
- TTP

- loC

* Podatnosci

Trend Vision One™  campaign intelligence

* Konfiguracja systemoéw i aplikacji

Important: Th - ure it considered an official rel

Earth Preta

* Konfiguracja mechanizmow bezpieczenstwa

APT
Type Overview

AKA BRONZE PRESIDENT, HoneyMyte, Mu:

RedDelta, TA416, TEMP.HEX Overview:

M Targeted country y Bangladeeh, - glum, Bulgaria, Ethiopla, = Earth Preta, also known as Mustang Panda and Bronze President, is Advanced P (
: « Their primary targets include non-government organizations (NGOs) and governmental entities, with a focus on regions =08
Targeted industries e y, Financial Europe.
es, Healthc... [+ + Continuous refinement of tools and techniques, including the integration of new functionalities, underscores Earth Preta's ongoing threat.

Motivation . TTPe
i A u t O m a t C Z n Last seen / + Earth Preta employs sophisticated spear-phishing tactics utilizing fake Google accounts to distribute malware-laden emails.
Last update z 2 * Malicious payloads are concealed within archive files (.rai r) and distributed via Google Drive links to evade detection.

Intelligence Data

Wymiana informacji pomiedzy podmiotami |

Last updated .
Trend Micro 2024-03-12 04:27:55
Security vendars
Earth Preta Campaign U OPLUGS to Target Asia Security vendors
Cyberespionage Attacks Against Southeast Asian Government Link... Trend Micro

Cyberespionage Attacks Against Southeast Asian Government Link... Security ve
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5. Inwentaryzacja zasobow

* Ciggta identyfikacja
*  Krytycznos¢
 Dozwolone operacje

* Relacje i przeptyw danych
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6. Zmapowanie ustug teleinformatycznych

* N b
a Za SO y Trend Vision One™  attac : © 2024-03-12 1345 ® @ & Bacemoceev

CQ Devices & i & >coun Applications €3 Cloud Assets [EP] APIs

* Na procesy

Y Filter

All discovered devices DEVICE OVERVIEW CONTRIBUTING DATA SOURCES

bizhesowe 28
e Na dostawcow

* Na RYZYKO

eption List
| t¢
Assetrisk... 4 Op ess N 1t group
Microsoft Window: . 44, subne 9b... : Endpoint S

Computers C trat Endpoint Sensor,

10.0.1.6 0 Endpoint Sensor, Trend..
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7. Zmapowanie dostawcoéw ustug

* Typ relacji

e Zakres realicji na poziomie

systemow IT
 Komunikacja
* Analiza ryzyka

 Wptyw na organizacje



ENISA toolbox
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8. Analiza i modyfikacja procesu zarzadzania ryzykiem

Risk Event Overview

* Policzalny

Exposure Index

5 4 Account compromise Risk events: Impacted assets:
‘ Medium
I Vulnerabilities Risk events: Impacted assets:

* Pozwalajacy na Sledzenie
trendow

Activity and behaviors Risk events: Impacted assets:
. '7 Cloud app activity Risk events: Impacted assets:
* Ciagly
I System configuration Risk events: Impacted assets:
The overview lists the specific risk factors that
L] L] L] L]
® PO k r Wa C m OZ I I W I e contribute to the risk index. Only risk events and Attack Index
y J a y assets with the highest impact on the risk index are

el fin e cveluEles I XDR detection Risk events: 11 Impacted assets:

Ca fa O rga n i Za Cj Q I Threat detection Risk events: 2 Impacted assets:

Security Configuration Index

o R a p O rtowa ny Security configuration Risk events: 22 Impacted assets: 22

To know more about remediation actions that can lower the risk index, go to the
atic sk ard.

 Komunikowany
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9. Przeglad i modyfikacja procesu zarzadzania incydentami

2
Trend Vision One™ workbench » IC-21058-20240219-00000 2024-03-12 13:39 ® © A EgdemoceeV

 Automatyzacja

al the credential by Phishing - Spearphishing Link Attack Phase

 Konsolidacja
- narzedzi
- danych
* Ryzyko, kontekst i powigzania
« Eskalacja
 Raportowanie

- 24h/72h/30 dni

- Analiza przyczyn, skutku, przebiegu

- Dziatania zaradcze/redukcja ryzyka
« Kompetencje/wiedza po stronie personelu

* Gotowos¢ na wymiane informacji
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10. Automatyzacja

Action Settings

* Raportowania

Workbench alert

* Wymiany informacji o

zagrozeniach

Quarantine emails

Files:
» Collect files

* Dystrybucji loC

Submit URL objects for Sandbox Analysis (i

e Obstugiincydentow

e Tam gdzie jest to

Require manual approval for actions G

mozliwe
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A na koniec....




Dziatania efektywne i zdroworozsgdkowe

Zdefiniuj realne cele i priorytety
1. Quick Win

 Telemetria
* Managed Detection and Response
* Procedury i scenariusze awaryjne

« Zarzadzanie Ryzykiem w oparciu o realne
dane

2. Long-term projects
« Zarzadzanie zasobami
* Cyber Defense Core Team

* Centralna korelacja
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@ Risk Scoring
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Native Sensors

Identities Devices Email Identities Devices Cloud Apps
L
-
Cloud Infra Network Cloud Apps @ Zero Trust Secure Access

Zero Trust Secure
Network Access Web Gateway

@ TREND?

Vision One

@ Threat Intelligence

@ Native Enforcement Points

& &

Network Devices Cloud Apps Email

Third Party Integrations

Asset Information | Detection Data

Third Party Intelligence Continuous Policy Third Party Integrations
Curated Feeds | STIX/TAXII | MISP Assessments Management PEP | SOAR | Web Hook | API

¢’ TREND¢
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