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Web DDoS Tsunami – the new weapon in cyberwafare  

▪ The flows are encrypted Invisible to anti-DDoS appliances

▪ Each flow looks like legitimate traffic Go right through WAF protections

▪ Utilize ultra-high RPS rate Overwhelming web servers, backend databases, etc.

▪ Generated from large Botnets Rate limiting is ineffective

▪ Use multiple evasion techniques e.g., Randomization (of HTTP Method, Headers, Cookies, 
referrer, UA and more), IP (XFF) Spoofing, open headless 
browser to harvest application cookies, anonymous proxies, …
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It all started with the Russians...

▪ The Russian DDoS attack campaign 
started as soon as the war begun

▪ The attacks disrupted critical resources of 
the Ukrainian Government

▪ Radware was urgently called to protect 
Ukraine 

▪ The attack campaign peaked at only 
400Gbps, but employed relatively 
sophisticated attack vectors, including 
application layer DDoS attacks
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HTTP/s Flood attack campaigns in the 
last months on assets in:

▪ The US

▪ Canada 

▪ Germany

▪ Poland

▪ The UK

▪ India

▪ Israel

▪ Australia

▪ Scandinavia

▪ …

DDoSNow they are Everywhere! 
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Attack on SAS: 
Application-layer
DDoS Campaign 
(HTTP/s Floods)
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HTTP/s Flood Attack Tools Available in the Wild  

SaphyraCC
• HTTP method can be  random

GET\POST\HEAD…
• Randomized HTTP headers 

values : accept*, referer, UA… 
from pre-defined list

• Custom static cookie 
• Single random query args
• Hundreds-thousands of distinct 

requests  
• Very few attack vectors
• Support HTTPs, HTTP Pipeline
• Use open Proxy SOCK4,5 

MHDDoS Blood
• HTTP method can be  random

GET\POST\HEAD…
• Random HTTP headers values

- accept*, UA …
• Randomized cookies (0,1-5)
• Query args are random (1-5)
• Random referer appearance and 

values
• Millions of distinct requests  
• Very few attack vectors
• Support HTTPs, HTTP Pipeline

• Randomization… (method, 
headers, UA, Cookies, empty 
requests)

• Hundreds-thousand of distinct 
requests  

• Large number of attack vectors 
• Approaches to bypass existing 

mitigation techniques, e.g. 
impersonate Google Analytics

• IP (X-FF) spoofing
• Support HTTPs, HTTP Pipeline
• Use open Proxy SOCK4,5 

• Large number of attack vectors 
• Randomization… (method, 

headers, UA, Cookies, empty 
requests)

• Hundreds-thousand of distinct 
requests  

• Approaches to bypass existing 
mitigation techniques, e.g. open 
headless browser to harvest 
application cookies, controlled  
cipher suite

• Support HTTPs, HTTP Pipeline
• Use open Proxy SOCK4,5 

Sophistication of attacks and evasion techniques

For each tool we can find number of variants and mutations… 
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… and it continues with Hamas

▪ October-November 2023 – Operation 
“Iron Swords” – DDoS Attacks

▪ More than 500 DDoS attacks targeting 
various sectors have been mitigated in 
the last 30 days

▪ The volume of attacks has reached up to 
1,300,000 requests per second

▪ The targeted sectors include media, 
government services, critical 
infrastructure, and the financial services 
industry

▪ Anonymized list of selected customers in Israel:
• Major mass media group
• Major news outlet
• Bank A: one of the largest banks
• Bank B: one of the largest banks
• Bank C: one of the largest banks
• Public services company
• State-owned transport service
• Government services
• State-owned critical infrastructure service
• Major transport authority 
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Source: Radware 
Attack Detection 
and Mitigation 
Data

State-owned public service: HTTPS Flood > 650K RPS

Bank A: Network Flood > 90Gbps

Government service: Network Flood > 135Gbps
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Most common attack vectors 
observed:

▪ HTTPS Flood
▪ Network Flood IPv4 UDP 
▪ Network Flood IPv4 UDP-FRAG 
▪ Network Flood IPv4 ICMP 
▪ SYN Flood HTTP 
▪ ICMP-BlackNurse-Attack 
▪ BO-Apache-HTTPD-log-Cookie 
▪ DDOS-APPLE-ARMS-AMP 
▪ DDOS-Mirai-GENUDP-flood
▪ DDoS-UDP-MEMCACHED-AMP 
▪ DOSS-chargen-reflected 
▪ DOSS-DNS-Ref-L4-Above-3000 
▪ DOSS-UDP-flood-80-Req 
▪ DOSS-UDP-flood-80-Res 
▪ DOSS-UDP-no-data 
▪ TCP Anomalies
▪ TCP-FIN-ACK Flood
▪ DOSS-APPLE-ARMS-AMP
▪ DOSS-Mirai-GENUDP-flood
▪ DOSS-SSL-ClearText
▪ DNS Amplification
▪ DNS Random Sub-Domain

Observed attack size ranges:

▪ 1.2Gbps - 135Gbps
▪ 9K RPS – 1.5M RPS
▪ 4K QPS - 16K QPS

Observed range of single 
attack duration times:

▪ 2 min – 1443 min

Source: Radware 
Attack Detection 
and Mitigation 
Data
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Full mitigation and no impact

Gov’t Sector – Israel 

Attack Type:

• WebDDOS

• RPS threshold

• ML Application behavioral 

threshold

Trigger:

Additional Comments
• Both triggers are required

• Previous attack did not cross RPS 

threshold
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Full mitigation and no impact

Banking Sector – Israel 

Attack Type:

• DDOS

• October 10th 2023

• 9:32 PM Local time

Date/time:

Additional Comments

• Major Spike in Level 4 

traffic
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Full mitigation and no impact

Banking Sector – Israel 

Attack Type:

• DDOS

• Traffic Bandwidth

Trigger:

Additional Comments
• Cloud Clean (green) stays level

• Blocking and removal 

• No impact on servers
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Full mitigation and no impact

News Organization Sector – Israel 

Attack Type:

• WebDDOS

• October 10th 2023

• 6:51AM Local time

Date/time:

Additional Comments
• 150Gbit/s
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Full mitigation and no impact

Service Sector – Israel 

Attack Type:

• WebDDOS

• October 8th 2023

• 8:27 PM Local time

• There were two back-to-back 

attacks.

• Both attacks mitigate with some 

leakage since no baseline 

• Attack mode WebDDOS 

Date/time:

Additional Comments
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Full mitigation and no impact

Transport Sector – Israel 

Attack Type:

• WebDDOS

• September 30th 2023

• 9:08 PM Local time

• WebDDOS pkgs were previous, but 

need RPS and WebDDOS to trigger

• 300,000 RPS

• Almost no leakage

• No Impact on customer

Date/time:

Additional Comments



How Radware is protecting Israel?
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Behavioral L7 baselining
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Behavioral L7 baselining
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Behavioral TLS Fingerprinting



Thank You!


