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Innovations in cybersecurity - Al

ChatGPT banned in Italy over
Ezrfvacy concerns Security Implications
f ChatGPT
ChatGPT returns to Italy after ban ° a
Idressed or

ChatGPT Confirms Data Breach, e 1T
Raising Security Concerns ators.

Al Wars: Google’s Improved Bard Is

Ready to Take On OpenAl’s
ChatGPT
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Fatalne wiesci od Google.
Czatbot Bard nie trafia doPolski
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Innovations in cybersecurity - passkeys

SAFETY & SECURITY

The beginning of the end of the
password

May 03, 2023 For the first time, we've begun rolling out passkeys, the easiest and most secure way to sign in to apps and

websites and a major step toward a “passwordless future.”

Google Account
c) -~
Signin -’

Welcome, Elisa Beckett

wisa.g becket@gmail com

Use your screen lock

Use this passkey?

( B eisagbeckendgmaicom )

Google announced rollout of “passkeys”.
Technology based on private/public key
is supposed to replace passwords.
Passkeys are not yet available for
corporate accounts (Google Workspace)



Cybersecurity successes of law enforcement

Genesis Market seizure was communicated on
5th of April
o Coordinated action of law enforcement
agencies around the World closed
Genesis Market
o List of compromised accounts uploaded
to haveibeenpwned.com
o  BBC reported (12th of May) that Genesis
Market is back online in the dark web
13 DDoS-as-a-service sites were taken down by
FBI early May
Breached Forums shut down late March
o LeakBase gaining more attention in
cybercriminal community
o LeakBase does not allow to upload leaks
from Russian companies/organizations to
their web page
Merck wins cyber insurance case - 1.4B USD

'Hacker marketplace still active
despite police 'takedown' claim

@© 3 days ago

Court Rules in Favor of Merck in $1.4 Billion Insurance
Claim Over NotPetya Cyberattack

Court says insurers must pay Merck for losses related to the Russia-linked NotPetya cyberattack

- By Kevin Townsend n u u E u
-: May3,2023




Notable data breaches in April/May

Social reception of a data breach is different than it was before

e Companies compromised in

April/May: Dragos, Capita, Discord, == = -MOblle'

ABB, T-Mobile, Uber, Western

Digital, OpenAl...
e No direct correlation between
compan ies stock price and T-Mobile discloses second data breach of 2023 and its 8th

disclosure of data breaches since 2018

e Companies are more eager to find
post-mortem analysis of security

Attacks/Breaches (V) 4 MINREAD EPNEWS

Law Firm for Uber Loses Drivers' Data to

inciden .

SELEIE , Hackers in Yet Another Breach

e What does it mean to our N , |
. Uber gave sensitive data on drivers to a law firm representing the company in legal actions, but the
I n d USt rY? data appears to not have had adequate security protections.

Robert Lemos
Contributing Writer, Dark Reading April 04, 2023
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